Aloaha time stamping

Digital certificates expire after some period of time, such as one year, and a
document signed with an expired key should not be accepted. However, there
are many cases where it is necessary for signed documents to be regarded as
legally valid for much longer than the certificate validity; long-term leases and
contracts are examples. By registering the contract with a digital time-stamping
authority (TSA) at the time it is signed, the signature can be validated even after
the key expires.

If all parties to the contract keep a copy of the time-stamp, each can prove that
the contract was signed with valid keys. Very important is the fact that the time-
stamp can prove the validity of a contract even if a signer's key gets
compromised at some point after the contract was signed.

Aloaha signed documents can be validated with the free Adobe Reader. It shows
right away if the signature time of the document has been validated by a time-
stamping authority.
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Configure Aloaha time stamping

All signature capable Aloaha Tools are able to time stamp the digital signature.
To enable this feature some keys have to be created in the registry.

e enableTSA - defines if time stamping should be enabled or disabled

e TSAURL - contains the URL and some TSA Settings (encrypted)

e TSACert — contains the name of the Certificate to be used for
authentication (optional)

e TSAUserName — Server Username (optional)

e TSAPassword — Server Password (optional)

For evaluation purposes Aloaha includes a local TSA. To enable Aloaha to use
its own internal TSA please add the following keys to the registry:
(Download a registry patch from http://www.aloaha.com/download/localTSA.zip)

[HKEY_LOCAL_MACHINE\SOFTWARE\AToaha\TSA]

"enableTSA"=dword:00000001

"TSAURL"="MIGUBgkrBgEEAYI3WAOQQgYYWgYMGCisSGAQQBgjdYAw
GgdTBZAgMCAAECAMYOAGIAGAQQAAAAAAAAAAAAAAAA
AAAAAAQQLPLANTHrNWfrQiJeqlwubgRAWU3GF53Kh0
U70Y1syUT1BdOMFsgW7iNrvu70fVvrvt6BgAi jiVLKWT
6S+01tCbv1HmMPOZfVfH1W80/Xx8R1YLXVUw==""

&






TSA_off.reg

Windows Registry Editor Version 5.00



[HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""



[HKEY_CURRENT_USER\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""









HKCU_localTSA.reg

Windows Registry Editor Version 5.00



[HKEY_CURRENT_USER\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000001

"TSAURL"="MIGUBgkrBgEEAYI3WAOggYYwgYMGCisGAQQBgjdYAwGgdTBzAgMCAAECAmYOAgIAgAQQAAAAAAAAAAAAAAAAAAAAAAQQLpLANlHrNWfrQiJeq1wubgRAWu3GF53Kh0U70Y1syUlBd0MFsqW7iNrvu70fVrvt6BqAijiVLKWT6S+OltCbv1HmP0ZfVfH1w80/x8R1YLxVUw=="








HKLM_localTSA.reg

Windows Registry Editor Version 5.00



[HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000001

"TSAURL"="MIGUBgkrBgEEAYI3WAOggYYwgYMGCisGAQQBgjdYAwGgdTBzAgMCAAECAmYOAgIAgAQQAAAAAAAAAAAAAAAAAAAAAAQQLpLANlHrNWfrQiJeq1wubgRAWu3GF53Kh0U70Y1syUlBd0MFsqW7iNrvu70fVrvt6BqAijiVLKWT6S+OltCbv1HmP0ZfVfH1w80/x8R1YLxVUw=="








TSA_off.reg

Windows Registry Editor Version 5.00



[HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""



[HKEY_CURRENT_USER\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""








readme.local.txt

The file HKCU_localTSA.reg enables the local TSA for the current logged on user.

The file HKLM_localTSA.reg enables the local TSA for all user of the machine

The file TSA_off.reg disables the TSA support









root.cer





readme.txt

To be able to connect to the Aloaha Timestamping Server please 





1. Register on http://pki.aloaha.com for a free Class 1 Zertificate

2. Install the root Certificate from this zip file

3. Create TSACERT, TSAUsername and TSAPassword in HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA

4. TSACert should contain the Subject Name of the free Class 1 Certificate. For example John Doe

5. TSAUsername and TSAPassword should contain the credentials of the pki.aloaha.com confirmation email.





Now Aloaha will use the Aloaha Timestamping Server to timestamp any signature






readme.PKI.txt

The file HKCU_https.pki.aloaha.com.tsa.asp.reg enables PKI.aloaha.com as TSA for the current logged on user.

The file HKLM_https.pki.aloaha.com.tsa.asp.reg enables PKI.aloaha.com as TSA for all user of the machine

The file TSA_off.reg disables the TSA support





- Please make sure to set TSAUsername/TSAPassword and TSACert as explained on our website on http://www.aloaha.com/support-en/timestamping-rfc-3161.php








HKCU_https.pki.aloaha.com.tsa.asp.reg

Windows Registry Editor Version 5.00



[HKEY_CURRENT_USER\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000001

"TSAURL"="MIGUBgkrBgEEAYI3WAOggYYwgYMGCisGAQQBgjdYAwGgdTBzAgMCAAECAmYOAgIAgAQQAAAAAAAAAAAAAAAAAAAAAAQQ1kqIP43s+gQqtMVZdLkrsARA+rEnq8Y7kH2Sc9+7F1vr4/fva8gJ3FCf2oMZpqtr2x4cCMasdbWF0BuXZf45PYXt71OdbjNLU6FmFqqE6dGchA=="










HKLM_https.pki.aloaha.com.tsa.asp.reg

Windows Registry Editor Version 5.00



[HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000001

"TSAURL"="MIGUBgkrBgEEAYI3WAOggYYwgYMGCisGAQQBgjdYAwGgdTBzAgMCAAECAmYOAgIAgAQQAAAAAAAAAAAAAAAAAAAAAAQQ1kqIP43s+gQqtMVZdLkrsARA+rEnq8Y7kH2Sc9+7F1vr4/fva8gJ3FCf2oMZpqtr2x4cCMasdbWF0BuXZf45PYXt71OdbjNLU6FmFqqE6dGchA=="










TSA_off.reg

Windows Registry Editor Version 5.00



[HKEY_LOCAL_MACHINE\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""



[HKEY_CURRENT_USER\SOFTWARE\Aloaha\TSA]

"enableTSA"=dword:00000000

"TSAURL"=""






